Replies to prebid queries of GeM bid ref no:GEM/2023/B/3327037 dated 05/04/2023 for Engagement of Auditor for reviewing of existing Information Security Risk Assessment process and conducting the assessment for one cycle in Canara Bank

Si. No GeM Bid Clause RFP Clause Clause/Technical Specification Bidder's Query Bank's Reply
The bidder should have minimum overall turnover of
GeM bid ref. No. Annexure-5 Rs.3 crores with Rs_50.00 lakhs from consultancy
1 GEM/2023/B/3327037 vqm.Dcm::nmm:o: services for each year for the last three financial years We E registered vendor .you are requested to grant relaxation Bidders to comply with RFP terms and
dated 05/04/2023 At {i.e. 2019-20, 2020-21 and 2021-22). This must be the MSME reg ¥ q g . condition.
. Criteria ) .
ATC Point no 6 individual company turnover and not of any group
companies.
The firm should have a pool of min 50
GeM bid ref. No. Annexure-5 professionals with valid international accreditation like
GEM/2023/B/3327037 o CISA (Certified Information Systems Auditor), . . Bidders to comply with RFP terms and
- fi . . MSME t: . .
2 dated 05/04/2023 Pre m_“w”q_wa_o: CISM, CISSP {Certified Information Security We MSME registered vendor .you are requested to grant relaxation condition.
ATC Point no 8 Professional) and 1SO27001 trained lead auditors
employed with them,
GeM bid ref. No., Annexure-5 MMM:WM&M%:MMMMMMNWoﬁn%ﬂﬂﬂﬂOpﬂﬁ%,_q.:.“w”“mmm The Bidder should have conducted IT/ Information Security Risk
3 GEM/2023/B13327037 Pre-Qualification _uo_.m_._mw.n assessment/ audits) n_c:.M " |Assessments (excluding VA/PT exercises, Forensic assessment/ Bidders to comply with RFP terms and
dated 05/04/2023 o ) . . S . audits) , during the last five years i.e. 01/04/2018 to 31/03/2023 in condition.
. Criteria the last five years i.e. 01/04/2018 to 31/03/2023 in .
ATC Point no 9 . Public Sector Bank/PSU.
Public Sector Bank.
We have been in Cert-In Empanelled Auditors since May, 2006 till
GeM bid ref. No. Annexure-2 October, 2020 for more than 10 years continuous and alse in the
4 GEM/2023/8/3327037 Technical Evaluation Copy of Empaneled Information Security Audit current list of CERT-in Auditors. Hence, we request you to kindly Bidders to comply with RFP terms and
dated (05/04/2023 Criteria Organizations by CERT-IN containing the name of bidder. |give weightage of 25 Marks for being more than 10 years continuous condition.
ATC Point. C CERT-In Auditors and thereby making Digital Age to qualify in the
Tender.
As it d.m Ew:n_onma to validate and update the current _:ﬂo_._._._.mn_o: The assessment is conducted on
Security risk assessment and management framework. Does it o X
: . R periodic basis centrally. However, the
include methodologies for: X
) N . process which has to be accessed can
GeM bid ref. No a) Calculating the Risk appetites span out at multiple locations such as
o The vender should review and update, the current b} Calculating the potentiat toss/ impact to the organization, for all pa . P ons s
GEM/2023/B/3327037 Annexure-1 N . ; . DC location, DR location etc.
5 Information Security risk assessment and management  [the applicable cyber security
dated 05/04/2023 Scope of Work
. framework of the Bank threats . . -
ATC Point no. 1 : . . Bidder has to review the existing
¢) Kindly Specify the frequency of these assessments if these has R
. framework and the bidder can update
heen performed in the past the suggested methodology in th
d} Will this risk assessment for centralized office or location mwmw_.um n_q“__.mamioq_ﬁme. o
specific. If this is location specific then kindly share location details .
Bank s ISO 27001 certified.
GeM bid ref. No. Industry accepted standards like NIST, IS0 27001, 150 a) Please confirm if Canara bank is certified against any standard
6 GEM/2023/B/3327037 Annexure-1 27005, MITRE ATT&CK, any other applicable should be  |like ISO 270017 If yes, kindly share when was it certified. Further, Bidder has to develop the
dated 05/04/2023 Scope of Work  icovered while defining framework and conducting the framework considering the regulations
ATC Point ne. 3 assessment, b} Please mention the applicable regulations as mentioned in RFP and in Banking
sector,
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Replies to prebid queries of GeM bid ref no:GEM/2023/8/3327037 dated 05/04/2023 for Engagement of Auditer for reviewing of existing Informatian Security Risk Assessment process and conducting the assessment for one cycle in Canara Bank

GeM bid ref. No.

After identification of risk profile, to determine the

Bidder has to refer RFP documents.

As part of Control maturity

GEM/2023/B/3327037 Annexure-1 . . . rh Apart from risk assessment should we assess the domains to arrive
14 bank’s information security tevet with in each of the . . . assessment, the vendor needs to
dated 05/04/2023 Scope of Work . . e the maturity levet {effectiveness and efficiency} as per RFP 15.2 ) .
. following domains: {Not limited to) Identify existing Controls under these
ATC Point no. 15.2 TR .
domains (indicative) and assess their
Effectiveness/ maturity
| i ity risk be perf d .
15 Generic nformation security ris .mmmmmmamsn to be performed on people Bidder to compty RFP terms
processes and technologies?
Bidder to comply RFP terms. Any
Does the bank have count of the systems (0S and DB), Applications, | further information will be shared
16 Generic Networks Devices and processes to perform information secunity with selected bidders.
risk assessment?
Approx. 50 Processes to be covered.
. Does the bank have a defined methodology for quantitative and Bidder ..no noaﬁ_.w. m_.._uA terms.
17 Generic b ) Any further information will be shared
qualitative risk assessment or to be defined by the vendor? with selected bidders
. Bank has identified threats and vulnerabilities applicable for the Bidder .8 nosuf xmn. terms.
18 Generic . L : Any further information will be shared
banking environment or to be defined by the vendor? . .
with selected bidders.
GeM bid ref. No. The entire Audit process is to be completed within 1.5  |Request for increase on period of contract to 2-2.5 moenths
19 GEM/2023/B/3327037 Clause No 14.2.2 [Months from the date of kick-off meeting (T}). considering the entire scope of work Bidder to refer Corrigendum-2 for
dated 05/04/2023 (Project Timeline) amended timetines.
ATC
GeM bid ref. No. Annexure-10 Annexure-10 Please confirm to be done after selection process .
GEM/2023/B/3327037 |DRAFT CONTRACT  |DRAFT CONTRACT AGREEMENT The selected bidder has to execute
20 dated 05/04/2023 AGREEMENT the agreement mm.u.mﬂ RFP terms and
ATC conditions.

Date: 24/04/2023
Place: Bengaluru

Deputy General




